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Digital disruption has enabled 
businesses to connect with their 
customers, but it has also made 
cybersecurity a board-level issue.
Businesses are dealing with constantly changing customer 

behavior and huge amounts of data. Machine Learning 

augmented with human intuition can help businesses 

attain a competitive advantage from this data by deterring 

evolving fraud to render a unique customer experience. 
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Digital-First Businesses

Organizations operating in the digital-first economy are 
revising technology strategies, changing processes and 
innovating to provide differentiated customer experiences, 
but while doing so are exposed to growing cyber fraud risk. 

Drivers for Machine Learning

Evolution of fraud cycle 

Fraudsters are gaining easy access to vast trenches of 
consumer data and sophisticated technologies to conduct 
pervasive fraud attacks. 

Need for real-time decisioning 

Enterprises want to run real-time data analysis on large 
data sets to identify potential fraud with a high-degree of 
accuracy, so that the transactions can be cleared rapidly 
while identified cases can be scrutinized in detail.
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Improvements in algorithms  
& processing power

Advancements in quantitative analysis and 
mathematical algorithms used in Artificial 
Intelligence and Machine Learning.

Increase in the diversity and  
volume of data available 

With more IoT devices being pushed out, the data 
being generated by active internet users is rapidly 
growing.

Cheaper and affordable  
information storage 

Drastic reduction in computer memory prices, 
increase in hard drive capabilities, cloud storage, 
data center facilities and so on.

What Makes Today’s  
Machines Learn
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Data Ingestion

A vast trove of varied data is 
processed and analyzed continuously 
to understand the subtle patterns that 
are beyond human comprehension.

Detecting Unknowns using Machine Learning 

Training Algorithms

Sophisticated algorithms are trained based 
on an organization’s historical data, and the 
algorithms evolve as new data emerges.

Prediction 

Quick probabilistic scores are 
generated using predictions, resulting 
in increased fraud detection and 
reduced false positives. 

Machine Learning computers apply statistical learning techniques to automatically identify patterns in data. 
These techniques can be used to make highly accurate predictions. 
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Access multiple data elements in large  
volumes to unravel hidden, complex insights

Manually screening for fraud from enormous amounts of 
data from different sources is expensive and massively time 
consuming. Machine learning can take the place of humans 
to obtain insight and assist in knowledge discovery.

Provide intelligent real-time, accurate decisions

Financial institutions and merchants have only milliseconds 
to determine whether a transaction is genuine. In such 
scenarios legacy rule-based fraud detection is ineffective, as 
human screeners may be likely to impose hard and fast rules 
on all transaction patterns, which results in false declines.

Predict and adapt to newer fraud trends 

Large repositories of labeled data sources are great for 
learning, increased computational power for processing 
information in split seconds, and algorithms have become 
more and more reliable. Modern Machine Learning models 
can determine normal and abnormal behavior from user 
transactions in milliseconds.

Machine Learning is heralded as one of 
the best ways to deal with the growing 
volume of transactions in order to 
detect fraud arising from identity 
theft and data breaches, and protect 
organizations against losses. 
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Legacy rule-based fraud  
decisioning can’t keep up

• Leaves businesses vulnerable to new types of fraud attacks. 

• Success depends on the size and complexity of business 
operations and works well with small and limited data sets.

• A collection of rules govern a rule based fraud prevention 
system, resulting in an increased number of false positives.

Need for Human 
Intervention for Smart 
Learning

Machine learning is not  
a silver bullet, either. 

• Algorithms are only as good as the data they are fed. 

• Over reliance on automated screening can lead  
to more false declines. 

• Lack of transparency to evaluate reasons for decisions. 
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The Simility 
Advantage
Beyond Basic  
Machine Learning 
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• Reduce review queue size/ false alarms 

• Higher accuracy resulting in reduced fraud losses 

• Reduce operational costs with automation 

Simility Analytics 
Engine Provides the Art 
and Science of Fraud 
Detection

Data ingestion 
from data lakes 

Simility 
Analytics Engine

Manual Rule 
Builder 

Machine Learning 
with a hint of 
human intuition 
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Easily source, transform, and consume 
structured and unstructured data in any 
format from Data Lakes to detect patterns. 

Any piece of data can be useful in detecting fraud and 
abuse, but not all fraud detection solutions let you 
import all types of data into your fraud model. Simility 
accepts structured and unstructured data, so you can 
programmatically detect patterns in ambiguous pieces 
of information, such as the tone of an email or the 
appearance of an image.

Data Ingestion 
from Data Lakes
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Fraud experts can quickly write, modify and 
test the rules to capture extremely complex 
logic through an intuitive user interface. 

Manual rules that codify business insights are fed into 
Simility’s machine-learning models that evolve based on 
every decision and rule, thus continuously enhancing 
the detection of anomalous patterns. 

Powerful Rule Builder 
to Create Smart Rules
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Combining machine learning with human 
intelligence creates a powerful blend 
to continuously adapt and outperform 
fraudsters as businesses evolve. 

Advanced Feature Engineering capabilities enable 
domain experts to create features that will make a 
machine learning algorithm work better to solve a 
particular problem without bias. 

Furthermore, an effective ensemble of Micro Models 
(linear, neural network, and deep learning algorithms) 
break down the fraud-detection problem into small 
areas for analysis.

Machine Learning 
with A Hint of 
Human Intuition
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Enable organizations to implement strong 
governance around machine learning 
strategies, including hypothesis testing  
and the championing of challenger-based 
machine learning processes.

Using Local Interpretable Model-agnostic Explanations 
(LIME) organizations can explain why the system made a 
decision. 

Strong visualization on top of the fraud-centric data lake 
helps identify, conceptualize, validate, and operationalize 
team members’ fraud intuitions more quickly.

Defensible Machine 
Learning Strategy with 
Strong Explainability
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Simility’s state-of-the-art machine-learning 
engine adapts, strengthens, and quickly 
reacts to detect new fraud schemes.

Proactively looks at the data entering the system, 
evaluates the machine learning model’s predictions 
and explanations, and alerts shifting data trends and 
statistics before dramatic changes affect operations and 
the bottom line.

Continuous Monitoring  
for Superior Protection
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Data Scientists can freely experiment with a 
variety of data, methods and techniques to 
combat evolving fraud. 

As bad guys are devising new fraud techniques every 
day, human intelligence is required to detect fraud.   
The models can be trained with past data, but there 
could already be new data that the model hasn’t seen 
before. In such cases, the fastest way to act would  
be to write customized rules to detect new  
fraudulent behavior.

Sandbox Approach for 
Superior Fraud Detection
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Simility Solution:

Using a suite of supervised and unsupervised 
models and behavioral analytics, Simility estimated 
the likelihood that a sequence of actions performed 
by a user. This helped the organization confidently 
determine a customer’s identity in order to increase 
scrutiny for suspicious login attempts, while 
reducing friction for good users.  

Business Outcome:

The business attained 60% automation in their 
fraud detection process with 90% accuracy in 
identifying fraudulent account access. 

Large Financial Services 
Company Reduces ATO 
Fraud with Increased 
Automation
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Simility Solution:

The business had various customer segments 
that were dependent upon attributes, such as 
length of relationship, frequency and transactional 
value. Each segment had varying decline rates and 
chargeback rates. Simility provided a sophisticated 
layer of supervised models, each tuned with 
customized varying precision/recall to best fit the 
customer’s workflow. 

Business Outcome:

Simility helped the business attain operational 
efficiency by decreasing and streamlining the 
manual review queue size with reduced auto 
declines and chargebacks. 

International 
Telecommunication 
Company Reduces 
Transactional Fraud 
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Conclusion
Simility’s Augmented Analytics capabilities for fraud 
detection opens possibilities for making in-moment 
decisions for transactions. Also, with advanced machine 
learning capabilities, Simility enables businesses to ingest 
real-time data by incorporating decision data as it streams 
in. In addition, as machine learning evolves over time, 
continuous algorithm evaluation and selection helps fraud 
analysts adapt to data points, changing customer behavior 
and the patterns that exist among them. Simility’s advanced 
analytics offering empowers fraud analysts to accurately 
differentiate legitimate customers from fraudsters to deliver 
optimized personal experiences. 


